Guardrail Labs, LLC — Whitepaper

Evolving LLM Security Through

Real-Time Intent Verification

(Patent Pending)
Author: Dr. Charles W Milam, Founder, Guardrail Labs, LLC

© {2025} Guardrail Labs, LLC. All Rights Reserved.



1. Executive Summary

Large language models are quickly becoming an essential part of the modern IT workforce.
They draft communications, generate code, support operations, respond to customers, and
increasingly act through autonomous agents. As their capabilities grow, so does their exposure

to misuse — both intentional and unintentional.

During my doctoral research, | set out to solve a “big” problem in Al security. But the initial
question wasn’t purely technical. It was human: Why does the public distrust Al systems, and

how does that distrust become a barrier for organizations trying to adopt Al responsibly?

Across more than a year of literature review and empirical work, | found a recurring pattern.
Public discomfort with Al creates political pressure, which drives increasingly complex and
sometimes contradictory regulations. Large enterprises — Google, GE, multinational firms —
can absorb uncertainty. Small and medium-sized businesses cannot. To them, unpredictable Al-

related liability is an existential risk.

This led me to develop the Al Acceptance Model, which | ultimately published as my doctoral
research. But buried within the larger social and regulatory picture was a stubborn, persistent
technical threat: prompt injection. It appeared in study after study, a constant unresolved failure

point across LLM architectures, providers, and applications.

As | dug deeper, the problem revealed itself to be much larger than classical prompt injection.
LLMs can be compromised, but what compromises organizations is the model’s output — the
things it says, generates, or acts upon. A prompt can influence a system, but an output can
violate HIPAA, breach FERPA, break the EU Al Act, leak sensitive information, damage

reputations, or mislead customers.

Guardrail Labs, LLC was formed to solve this broader problem with a real-time, intent-aware
system that protects both the enterprise’s models and its outcomes. This whitepaper explains
the evolving threat landscape and the architecture behind the Guardrail API, designed to

safeguard enterprise Al systems without degrading usability or performance.



2. Background: From Al Acceptance to Technical Reality

This work began far from firewalls, model wrappers, or security preprocessors. It began with a
question about human behavior: Why do people resist AI? Why do they try to circumvent it or

distrust its outputs?
Between 2023 and 2025, | found several interconnected forces shaping Al adoption:

e Public distrust increasing with every viral Al story

Regulatory uncertainty accelerating as policymakers react to that distrust
¢ Risk asymmetry where small organizations fear liability they cannot absorb

o Widespread misunderstanding of Al boundaries, leading users to push, prod, and

manipulate systems

e The viral culture of prompt-sharing, where people casually exchange jailbreaks as “tips’

to make models “behave”

One unexpected observation was how ordinary people — not attackers — were spreading
injection techniques online. | saw “soccer moms,” students, hobbyists, and casual users
reposting jailbreaks on social media. They weren’t trying to harm anything; they simply wanted

the model to respond the way they believed it should.
This meant two things:
1. Prompt injection knowledge was now democratized.
2. The line between malicious and misquided was blurring.

A simple keyword filter cannot distinguish a frustrated user from an attacker. And as models
interact repeatedly with adversarial-style prompts — even from harmless users — their internal
guardrails begin to erode. This phenomenon, often unnoticed, is a form of drift, where the model

becomes more permissive for certain users over time.

The problem was no longer just sociotechnical. It was fully technical:

To protect organizations, security systems must understand intent — not just content.



This insight became the foundation for the Threat Intent Model and, ultimately, the Guardrail
API.

3. The Evolving Threat Landscape

Prompt injection has evolved dramatically since early 2023. What began as clever phrasing has

matured into a broad class of attacks that span every modality and interaction form:

Multi-step, multi-turn chain attacks

e Streaming injections, where harmful commands arrive incrementally
e Agent-to-agent injections, exploiting automated workflows

¢ File-embedded payloads in PDFs, spreadsheets, and documents

¢ Image-based attacks using hidden text or manipulated pixels

e Audio-encoded instructions that exploit transcription layers

¢ Emoji-based injections

e Unicode confusables, homoglyph attacks, and zero-width characters
o Directional control characters (BiDi) that alter text interpretation

Some of these methods come from sophisticated attackers. Others now come from ordinary

users copy-pasting instructions from social media, unknowingly bypassing safeguards.

This expanding threat surface exposes a key limitation:

Regex, blocklists, and simple filters cannot adapt fast enough.

They fail to:

Capture hidden symbolic patterns

Understand structural manipulation

Track streaming intent

Interpret attackers across modalities

Distinguish harmless confusion from deliberate exploitation



Most critically, they cannot detect drift, where repeated pressure slowly reshapes a model’s

behavior — not through a single jailbreak, but through cumulative influence.

The modern LLM threat landscape is not only adversarial; it is participatory, viral, and

increasingly accidental.

4. The Real Risk: Output, Not Just Input

Through research and engineering, a pivotal realization emerged:

A compromised input affects the model.

A compromised output affects the organization.
It is the output that:
o Violates HIPAA or FERPA
o Leaks sensitive internal data
e Generates defamatory or unsafe information
o Creates legal exposure under the EU Al Act
e Misleads stakeholders or customers
o Causes operational or financial harm
e Fails audits and governance standards
Ignoring output risk is ignoring the part that actually causes damage.

This is why the Guardrail API treats the entire prompt-response cycle as a security boundary —

not just the user’s initial message.

5. Guardrail API Architecture

The Guardrail API sits between the user and the model as a protective intelligence layer. It is
designed to secure enterprise Al systems holistically, addressing inputs, outputs, context, and

intent.



5.1 Ingress Sanitizer

The first line of defense normalizes and analyzes user input before it reaches any model

surface.
It handles:
e Unicode normalization
o Detection of confusables and homoglyphs
e Filtering and interpretation of emojis
e Removal of zero-width characters
e Scrubbing hidden markup
e File preprocessing (PDF, DOCX, CSV, etc.)

e OCR inspection of images

Audio prompt normalization before transcription

This eliminates the “weird” attack vectors that slip past traditional filters and compromise model

behavior before detection.
5.2 Prompt Classifier
A lightweight but robust classifier identifies:
¢ Known malicious patterns
e Regulatory-sensitive categories
e High-risk instructions
e Ambiguous prompts that need deeper analysis
e Multi-modal structural anomalies

Low-risk prompts pass immediately, reducing latency and preserving user experience.



5.3 Patent-Pending Threat Intent Verifier
This is the heart of the Guardrail API.
The verifier answers a single question:
“If this prompt were executed, would it cause harm?”
It accomplishes this through:
o Non-executing queries to frontier LLMs
e Structured intent reformulation
e Cross-model consensus checks
e Multi-perspective reasoning on possible outcomes
It never executes user code or instructions.

If intent cannot be confidently determined, the Guardrail API follows a clarify-first approach,

asking the user to restate their goals before forwarding anything to the underlying model.
This approach solves:
¢ Ambiguous user prompts
e Misunderstandings that look like attacks
e Social-media-inspired jailbreak copy/paste
e High-risk queries that need more context
The verifier is a pending patent developed exclusively by Guardrail Labs, LLC.
5.4 Multi-Model Scaling (“Model Forests”)

Enterprises increasingly orchestrate multiple models across different tasks.

The Guardrail API scales seamlessly through:
o Stateless horizontally distributed workers
e Asynchronous verification queues
e Caching of safe repeated intents

o Automatic fallback when a provider is unavailable



o Context isolation per tenant, model, or agent

e Provider-agnostic design supporting OpenAl, Bedrock, Vertex, Azure, and private

models

Whether protecting a single model or an entire “model forest,” the Guardrail APl maintains

predictable performance.
5.5 Latency Optimization

Real-time security must not degrade usability.

The Guardrail APl minimizes latency through:
o Parallel sanitization
o Adaptive verification (light checks for low-risk prompts)
o Early-exit paths for obviously safe inputs
e Decision caching
e Pre-warmed verifier contexts
Any added latency is offset by:
* Reduced hallucinations
o Fewer failed interactions
e Lower compliance exposure
e More predictable model behavior

In practice, Guardrail improves perceived reliability, preserving the smooth experience users

expect.



6. Output Protection: The Missing Half of LLM Security

Security does not end with the prompt.

The Guardrail API evaluates model outputs for:

o Sensitive data leakage

e Regulatory violations (HIPAA, FERPA, EU Al Act)

e Ethical and safety concerns

o Deviation from enterprise policy

e Signs of behavioral drift

o Attempts to reroute execution

¢ Malicious or manipulative content patterns
Outputs are validated before being returned to users.
The Guardrail API alerts operators early when:

e A model is showing signs of internal erosion

e Auser repeatedly attempts harmful behavior

¢ Outputs indicate hidden adversarial influence

e Multi-agent workflows begin to drift off policy

This holistic view is essential.

Ignoring output is ignoring the part of Al that becomes public, permanent, and actionable.

7. Clarify-First: A New Approach to Al Safety

Traditional defenses rely on blunt rejection or silent censorship.

Both frustrate users and fail to uncover intent.
The Guardrail API uses a clarify-first approach:

e When intent is unclear, ask the user what they mean.



o When risk is detected, request a safer reformulation.

e When content could be harmful, provide guidance.
This preserves:

o User trust

e System transparency

e Operational safety

o Enterprise auditability

It also prevents the gradual drift caused by repeated adversarial pressure.

8. Long-Term Vision: The Verifier LLM

The Threat Intent Verifier is evolving into a dedicated LLM designed exclusively for safety:

o No chat interface

No public access

e No drifting behavior

e No context carryover from user sessions

e Strictly bounded reasoning

e Specialized training on compliance, safety, and malicious intent
e Fully API-driven

e Purpose-built to support enterprise governance

This future verifier will serve as trusted technical supervision for Al systems — the equivalent of

Tier-1 support for Al workers across enterprises.

Guardrail Labs, LLC intends to make this verifier the backbone of enterprise Al security

infrastructure.



9. Conclusion

Al adoption is no longer limited by technical capability. It is limited by safety, trust, and regulatory
uncertainty. Through doctoral research, professional experience, and continuous study, | found
that the barrier preventing widespread responsible Al use is not the model — it is the risk that

arises from what the model produces.

Prompt injection has evolved. Threats now span emojis, confusables, files, images, audio,
agents, and streaming interactions. Everyday users unknowingly participate in jailbreak culture.

And as LLMs adapt to repeated adversarial pressure, their internal safeguards quietly degrade.

The Guardrail APl was designed to face this reality.
By understanding intent, protecting outputs, reducing drift, and securing every step of the
prompt-response cycle, it provides organizations of all sizes a safe and scalable foundation for

Al adoption.

The landscape will continue to evolve.

Guardrail Labs, LLC will evolve with it.



